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The energy and natural resources industries are often late adopters of technology, but those industries are 
rapidly catching up with the increased use of information. As a result, the way these industries manage their 
assets and their business is undergoing a radical transformation.

Lawyers advising have several roles in advising clients in the energy during the digital revolution.  

• First, the lawyer should have a basic understanding of these developments so they can advise clients 
on how best to incorporate changing technologies into operating agreements, internal governance, and 
regulatory compliance.  

• Second, the lawyer needs the skills to develop a contractual and regulatory framework with sufficient 
flexibility to allow new technologies to be adopted seamlessly into the client’s business, including 
ownership and use of such technologies.  

• Third, the lawyer should be able to advise on risks and risk allocation related to new technologies. and how 
to manage innovation when the standard approach becomes obsolete.  

• Finally, the lawyer should have a basic understanding of how new technologies create new risks and 
opportunities, including as it relates to cybersecurity.

This Institute reviews some of the key data-driven innovations recently adopted in the energy and natural 
resources industries, as well as innovations that are under development and imminent. The Institute does 
not simply present the innovations, but reviews legal issues related to these innovations, as well as legal 
strategies to promote their deployment.  Most presentations have a technical expert and a lawyer involved 
to allow a cross-disciplinary discussion. In addition, the Institute provides the perspective of both in house 
lawyers and outside counsel.
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ALL TIMES ARE IN MDT

8:30 am -8:40 am
Introductions and Opening Remarks

8:40 am - 9:00 am 
The History of Innovation in the Resource Development Industry and Recent Trends

9:00 am - 10:00 am 
Machine Learning, Artificial Intelligence, and Predictive Algorithms

10:00 am - 11:00 am 
Blockchain Technology

11:00 am - NOON 
Digitization and the Use of Data: The Internet of Things, EVs, and Automation

An overview of the history of innovation in the resource development industry, and recent adoption of 
artificial intelligence, automation, the internet of things, and big data to develop resources in an efficient 
and sustainable manner 
DON SMITH, University of Denver, Denver, CO

A discussion of (i) the use of machine learning and artificial intelligence to facilitate production, manage 
business operations, and improve regulatory compliance, (ii) the use of data, including new data sources, 
to deploy predictive algorithms to anticipate issues and future development, and address those matters 
proactively, and (iii) the legal implications and best practices to manage risks resulting from the use of AI 
and machine learning to predict future events and manage regulatory compliance.
GEOFFREY BARRY, Senior Corporate Counsel, Oracle, Denver, CO 
MINOU RABIEI, Professor, Petroleum Engineering, University of North Dakota, Grand Forks, ND

Blockchain is a shared, hack-proof ledger, and provides an opportunity for energy and natural resources 
companies to change their business fundamentals.  A company can sell production and enter into forward 
contracts without intermediaries.  A mining company could use blockchain to assure the provenance 
of its production, and a mineral producer could use blockchain to capture measurement of production 
and related royalty payments in a completely transparent manner.  Moving management of financial 
transactions and supply chain management to a share ledger will require new legal paradigms and models.
AISLING (ASH) COSTELLO, former Head of Legal, MUFG Investor Services, London, United Kingdom 
LINDA GOETZ, Co-Founder and EVP, DFM Data Corp. 
CHARLIE NORTHRUP, Founder, Neursciences, LLP

The use of electric vehicles will change energy use, and automation will  be increasingly used in the oil 
patch and at the mine face. Automation can increase both safety and efficiency, and will generate lots of 
data about how activities are conducted.  This information can be analyzed, optimized, and shared without 
human intervention via the internet of things.  Relying on automata to conduct field operations or back 
office support will require careful attention to potential legal issues.
SCOT ANDERSON, Hogan Lovells, Denver, CO
EVAN WEST, VP, Platform Client Services, Zedi Cloud SCADA Solutions, Emerson Automation Solutions, 
Alberta, Canada



ALL TIMES ARE IN MDT

Noon – 1:00 pm - Lunch Break

1:00 pm - 1:40 pm 
Intellectual Property and Ownership of Data

1:40 pm – 2:20 pm 
Cyber-Security – Preparing for a Potential Cyber Attack

2:20 pm – 3:30 pm 
Cyber-Security – Responding to a Cyber Attack

3:30 pm - 4:00 pm 
Privacy Considerations

4:00 pm Course Adjournment 

Innovation relies on intellectual property, some of which may be developed by the person using the 
innovative technology, and some of which may need to be purchased or licensed from someone else.  The 
digitization of the resources industry will present novel issues and approaches to the protection and use 
of intellectual property, especially as companies work internationally.  Also, there is also an open question 
concerning who owns all the data being generated by these technologies – the patent holder or the 
operator?  This session will provide the perspective of in house and outside counsel on these issues.
TAYLOR EVANS, Hogan Lovells, Houston, TX
KENT FISCHMANN, Davis Graham & Stubbs, Denver, CO

The use of more data and more innovation increases the risk to resources companies that they will be the 
target of a cyber-attack.  Further, companies using the IoT or automation run the risk of on-the-ground 
operational disruption, not just lost records and financial data.  It is best to plan ahead, and be prepared, 
and provide a legal foundation for anticipating and managing this risk.
VICKIE SUTTON, Texas Tech School of Law, Lubbock, TX

Once the cyber-attack is launched, how should a company respond?  Companies will need to manage 
legal and technical issues in real time, and also position the company to address legal implications going 
forward.
HEATHER HUGHES, Stroz Friedberg LLC, Houston, TX
KRYSTAL PFLUGER SCOTT, Jones Walker, Houston, TX
EWAEN WOGHIREN, Jones Walker, New Orleans, LA

Much of the data used in innovative technologies and put at risk in cyber-attacks may concern individuals 
and companies.  As more and more jurisdictions pass laws to protect privacy, how can resource 
companies innovate and protect themselves while complying with privacy considerations?
CAMILA TOBON, Davis Graham & Stubbs, Denver, CO
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