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The Colonial Pipeline Hack and Cybersecurity: Responding to a Cyber Attack

On the heels of the SolarWinds and Microsoft Exchange attacks, the energy industry was turned upside down 
by the ransomware attack on Colonial Pipeline.  Ransomware attacks have multiplied exponentially during the 
pandemic, and pipelines are not the only companies that should be on high alert.  The stakes are high in the 
energy sector because of the downstream environmental concerns, public-safety concerns, and potentially 
crippling societal effects.  The combination of physical disruption of operational technology and the 
cybersecurity threats on energy and infrastructure companies are much different than the threats to financial 
institutions or consumer-goods companies.  And as governments and companies adapt to cyberthreats and 
minimize potential exposures, state-sponsored and other hackers for hire seem to stay one step ahead.  This 
webinar will discuss the ever-evolving landscape of cybersecurity for energy and natural-resource companies 
in the wake of the Colonial Pipeline attack.

Topics to be covered in this webinar include:
 
• An overview of the Colonial Pipeline ransomware attack and the changes to the cyber landscape that are 

already in the works. 

• The basics of different types of cyberattacks and their implications. 

• Guidance on assessing cyber-readiness and preparing for a cyberattack. 

• Steps for responding to an attack, including securing operations, investigating and resolving vulnerabilities, 
and breach-notification requirements. 

• Strategies for conducting a post-incident analysis. 

• A discussion of the risks companies face and steps to mitigate those risks.

Speaker Biographies

HEATHER HUGHES   
Heather is a Vice President in Stroz Friedberg’s Houston office. She provides proactive and reactive 
cybersecurity risk mitigation services, information security incident response, digital forensic investigations, 
and electronic discovery investigations for law firms and corporations. Heather also manages privacy 
compliance services including; PII, HIPAA risk assessments and GAP analysis and breach response. Heather 
has over 25 years’ experience in risk management, HIPAA privacy and security and state data breach 
notification laws and she is a frequent speaker and author on topics related to HIPAA, HITECH, data breach 
notification laws and third party privacy requirements. She has been published in US LAW Magazine and 
several publications by the Texas State Bar.

KRYSTAL SCOTT 
Krystal is a partner in the Litigation Practice Group and is co-leader of the energy and natural resources 
litigation team at Jones Walker. Krystal represents energy-industry clients in a broad range of disputes 
arising from their operations, regularly advising her clients on contractual rights and property disputes. She 
also assists clients through incident response, including cybersecurity breach response and Occupational 
Safety and Health Administration investigations. An experienced oral advocate, Krystal has appeared in state 
and federal courts across several states, before various regulatory bodies, and in arbitrations in multiple 
jurisdictions. Krystal is also a member of the firm’s privacy and data security team.
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EWAEN WOGHIREN  
Ewaen is an associate in the energy and natural resources litigation team at Jones Walker. Ewaen represents 
clients in the midstream and upstream energy industry in both state and federal courts. He has experience 
litigating matters that arise from a broad range of disputes involving oil and gas liens, joint operating 
agreements, purchase and sale agreements, leases, and compliance with Environmental Protection Agency 
regulations. Over the course of his career, Ewaen has prosecuted and defended a diverse docket that includes 
construction defect, oil and gas lease disputes, business divorces, business torts, and products liability. 
Ewaen is a member of the firm’s privacy and data security team.

JESSICA BLACK LIVINGSTON (Moderator) 
Jessica is Counsel in the Denver office of Hogan Lovells. Serving on the mining leadership team for the 
global Energy and Natural Resources group, Jessica counsels mining, energy, and oil and gas clients on 
environmental regulations, citizen-suit disputes, cybersecurity risks and threat responses, business integrity, 
corporate social responsibility, sustainability concerns, and general litigation matters. Her diverse experience 
includes representing mining clients in federal and state courts on matters in the Rocky Mountain region and 
throughout the United States. In her commercial practice, Jessica advises on the full range of business-to-
business disputes. She also works with technology clients, advising on intellectual property matters, including 
trade-secret, privacy, and data-security disputes. 


